r 

CUSTOMER 



W2 



^-202 
PRODUCT INFORMATION 



r 

MERCHANT 



W4 



r 

VENDOR 



ff6 



PRODUCT ORDER " 204 



CREATE 

ORDER 

RECEIPTS 



502 



f-206 
ORDER RECEIPT 



GENERATE 
ORDER 
URL 



504 



DELIVERY REQUEST ^~ 208 



506. 



PROCESS 
ORDER 
URL 

VERIFY 
ORDER / * 
VALIDITY 



508 



FULFILLMENT REQUEST ^f2 



f-2t0 
PRODUCT DELIVERY 



f-2/4 

DELIVERY ACKNOWLEDGEMENT 



s~5fO 
PROCESS 
ORDER 



MARK 
ORDER 
LJ FULFILLED 



FIG. 5 



r 

CUSTOMER 



t02 



-202 



r 

MERCHANT 



104 



^116 
VENDOR 



PRODUCT INFORMATION 



PRODUCT ORDER ^ 204 



-502 



CREATE 

ORDER 

RECEIPTS 



^-206 
ORDER RECEIPT 



GENERATE 
ORDER 
URL 



■504 



DELIVERY REQUEST ^~208 



f-302 
DELIVERY NOTIFICATION 



-602 



VERIFY 50g 
ORDER / 
VALIDITY 

DELIVERY APPROVAL—-^ 



^-2f0 
PRODUCT DELIVERY 



PROCESS 

ORDER 

URL 



^-2/4 

DELIVERY ACKNOWLEDGEMENT 



MARK ^-5/9 
ORDER r* U 
U FULFILLED 



r-5f0 
PROCESS 
ORDER 



FIG. 6 



r 

CUSTOMER 



f02 



^-202 
PRODUCT INFORMATION 



MERCHANT 



VENDOR 



PRODUCT ORDER' 



-204 



^-502 

CREATE 
ORDER 
RECEIPTS 



^-206 
ORDER RECEIPT 



GENERATE 
ORDER 
URL 



-504 



DELIVERY REQUEST ^~ 208 



f-404 
PRODUCT DELIVERY(LEG2) 



^-506 

PROCESS 

ORDER 

URL 

VERIFY 
ORDER / * 
VALIDITY 



■508 



FULFILLMENT REQUEST ""-^ 



^402 
PRODUCT DELIVERY(LEGI) 



702 



REROUTE 
DELIVERY 



MARK 

ORDER 

FULFILLED 



s-5/O 
PROCESS 
ORDER 



FIG. 7 



f~ W2 PURCHASE 
CUSTOMER HANDLER 

PRODUCT INFORMATION 



r 

MERCHANT 



f04 



FIG. 8 A 



FIG. SB 



r 

RIGHTS 
MANAGER 



804 



DATABASE 



r 

VENDOR 



f/6 



PRODUCT ORDER-vW 



^208 
ORDER RECEIPT 



-808 



INITIATE RECEIPT 
CREATION 



f-8f8 
RECEIPT RESPONSE 



^8JO 
PRESENT RECEIPT 



PAGE 



f-8?0 

CREATE RECEIPT 
DATABASE ENTRY 



TRIPLE DES -_« />? 

ENCRYPT f 

RECEIPT ID n4fjt 
^~8f4 

BASE64 ENCODE 
RECEIPT ID 



CREATE/^ 
RECEIPT 
URL 



-8/8 



-820 



n UNENCODE 
RECEIPT 

,D r 822 

DECRYPT 
RECEIPT 
ID 



REQUEST/^"' 
ORDER INFO. 



824 



-826 



ORDER 
INFO. 



f-828 

PREPARE 

RECEIPT 

PAGE 



FIG.8A 



CUSTOMER 



PURCHASE 
HANDLER 



RIGHTS 
MANAGER 



DATABASE 



VENDOR 



-208 



DELIVERY REQUEST 



^-2/0 
PRODUCT DELIVERY 



836- 



/S-832 

GATHER 
CUSTOMER 
ACCESS INFO 

UPDATE r 834 
ACCESS INFO. 



INVOKE 
FULFILLMENT 



HANDLER 



f-2/4 
DELIVERY ACKNOWLEGEMENT 



^-2/2 

FULFILLMENT 
REQUEST . 



f-8J8 

UPDATE 
FULFILLMENT 
INFO. 



FIG. 



SB 




Subject: Digital Products Receipt 
From: orders@ecommerce_store.com 
Date: Fri, 5 Jan 2001 18:10:00-0600 
To: customer@isp.net 

Thank you for your order from ecommerce_store 

This email will allow you to acess the digital products that 
you have ordered. Please click on the URL below in order to 
go to the receipt page for your order. 

You will be able to select each product you have purchased and 
have it delivered to you. 

http://www.ecommerce store.com/drm/Haillx854ddC0klrcDJnnyTkoPQA 

If you have any problems or concerns with this, please e-mail us at: 
order@ecommerce_store.com or call us at: 

(515) 555-1235 

235 W. Main Street 
Suite 110 

Anytown, CA 99999 
USA 

Thank you for your continued support 
ecommerce_store.com 
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